
Identity Manager Overview

Beacon Professional Services

Monday, December 7, 2009



Agenda

• Introductions

• Identity Management Overview

• Sun Identity Manager Overview

• Sun IDM Architecture

• IDM Tools

12/07/09 © Beacon 2009

• IDM Tools

• Demo



What Is Identity Management?

• Identity Management consists of the business 
processes and technologies for managing the life cycle 
of an identity and its relationship to business 
applications and services.

– Involves account creation, modification, disablement, 
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– Involves account creation, modification, disablement, 
and deletion across heterogeneous platforms

– Uses delegated administration, workflow, rules, and 
policies

– Supports end-user self-service password reset and 
provisioning

– Provides centralized auditing and reporting 



Identity Life Cycle 
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Business Drivers 
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Sun Identity Products
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Identity Management Problem
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Identity Management Solution
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Password Management Problem
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Password Management Solution
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Sun IDM Overview 

• Sun IDM Benefits
• Core Features
• Misconceptions of IDM
• IDM Components
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• IDM Components
• Workflow Features
• Virtual Identities
• Identity Synchronization
• Password Management
• User Management



Identity Manager Benefits 

• Easy to install and configure
– Minimal number of components
– No software to install on remote systems

• Less user data; less synchronization
• Rapid deployment of user accounts
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• Rapid deployment of user accounts
• Manage centrally; enforce locally
• Delegation of administration
• Customizable workflow



Identity Manager Core Features 

• Comprehensive provisioning

– Connectivity to more than 50 types of resources

– Workflow-based solution

• Identity synchronization

• Password management
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• Password management

– Synchronization to multiple resources

– Centralized password reset

• Auditing and reporting



Misconceptions of Identity Manager 

• Not a Single Sign On (SSO) or web access 
control

• product:
– It does not intercept access requests to authorize or 

authenticate users for applications.
– It can provision access to applications.

12/07/09 © Beacon 2009

– It can provision access to applications.
– It does support pass-through authentication and 

integrates with SSO products.
• Not a stand alone Workflow API, but workflow 

can be launched using Simple Object Access 
Protocol (SOAP) to execute provisioning tasks



Identity Manager Components

12/07/09 © Beacon 2009



Resource Connectivity Diagram

12/07/09 © Beacon 2009



Workflow Features 

• Multiple processes that control creation, update, 
enabling, disabling, and deletion of user accounts

• Integration with third party tools

• Notification and approval handling

• Complex, multi-stage provisioning execution and error 
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• Complex, multi-stage provisioning execution and error 
handling

• Interactive request processes

– Form wizards

– Multi-page user entry



Virtual Identity 
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Features of Virtual Identities 
• Lightweight, yet extensible

• Real-time interaction with managed resources

– Immediate update to resource

– No complex replication infrastructure

– Ability to generate reports on native data in 
resources
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resources

• Virtual Identity Composition 

– Identity Manager ID

– Basic information (name, email)

– List of resources

– Key information for each resource



Identity Synchronization
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Password Management 

• Self-service password reset and synchronization

• Convenient access through:

– Web browser

– Interactive Voice Response (IVR) system

– Microsoft Windows client log-in (CTL-ALT-DEL)

12/07/09 © Beacon 2009

– Microsoft Windows client log-in (CTL-ALT-DEL)

• Automated password policy enforcement:

– Password history store

– Password exclusion dictionary



User Management 

• Forms and rules that encapsulate business logic

• Centralized solution for applying user policies

• Web-based self-service � Delegation to end-users to 
make profile changes and initiate requests

• Multi-step, complex provisioning 
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• Multi-step, complex provisioning 

– Convenient, web-based approval steps 

– Available to managers, HR representatives, and IT 
administrators



Sun IDM Architecture

• Topology Overview

• Identity Manager Server and Components

• Identity Manager Repository

• Deployment 
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Network Topology Overview
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Identity Manager Server 

• Java™ 2 Platform, Enterprise Edition 
(J2EE™) web application

• Deployed to a J2EE web container

• Supports being deployed into an 
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• Supports being deployed into an 
application server cluster



Identity Manager Components
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Identity Manager Repository 

• The Repository is the data storage 
mechanism for Identity Manager.

• The supported types are:
– Embedded database (HSQL DB)
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– Embedded database (HSQL DB)

– Relational database

• Relational database is the only type 
recommended for production.



Typical Environments

• Development environment

• Test environment

• Quality assurance environment

• Production environment
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• Production environment



Typical Deployment
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High Availability Deployment
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IDM Tools

• IDM Interfaces

• NetBeans Plugin

• NetBeans Debugger

• SPML
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• SPML



Identity Manager Interfaces

• Web-based

• Netbeans Plugin

• Identity Manager Console (command-line 
interface[CLI])
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interface[CLI])

• Interactive Voice Response (IVR)

• SOAP/SPML

• Java API



Netbeans Plugin

• Integrated plug-in within the Netbeans IDE

• Provides a graphical and forms-based view of workflows, forms, 
rules, generic and configuration objects, and views 

• Used to perform the following:

– Provide ease of setup and configuration for a 
development environment
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development environment

– View, edit, and create forms, workflows, rules, email 
templates, and rule libraries

– View and edit configuration objects and generic objects

– Debug forms, workflows, and rules



Editing Workflow With Netbeans
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Netbeans Debugger

• A graphical debugger for workflows, rules, and 
forms

• Provides the ability to
> Visually set breakpoints
> Execute a form or workflow to a breakpoint
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> Execute a form or workflow to a breakpoint
> Stop process execution and inspect variables
> Step through the form or workflow
• Administrators must have the Waveset
Administrator capability to run the debugger



How to use Netbeans Debugger

12/07/09 © Beacon 2009



SPML

• Service Provisioning Markup Language (SPML) is an 
XML-based framework, developed by OASIS, for 
exchanging user, resource and service provisioning 
information between cooperating organizations.

• Identity Manager supports SPML versions 1 and 2
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• Identity Manager supports SPML versions 1 and 2

• The SPML toolkit ships with Sun IdM. 

• SPML Java docs can be found at openspml.org



Java API

• A public Java API exists that can be 
used to interface with Sun Identity 
Manager

• Java Docs are shipped with the product 
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• Java Docs are shipped with the product 



Form Utility
• com.waveset.ui.FormUtil
• Is used mostly in forms, but available to workflow
• Provides search functions for various, authorization-

scoped objects, general authorization checking, and 
methods for invoking resource-specific object search 
methodsmethods

• Requires LighthouseContext for functions that 
access repository objects or adapter methods (list 
resource objects) - <ref>context</ref>

• Provides static methods, that is uses <invoke> to 
access methods



Repository API
• com.waveset.object.LighthouseContext

> Contains methods for manipulating objects in the Repository and
accessing the object cache

> Enforces the authorization model
> Accesses context information within forms and rules with
<ref>context</ref>

• com.waveset.provision.WorkflowServices

12/07/09 © Beacon 2009

• com.waveset.provision.WorkflowServices
> Provides provisioning functions such as create, update, delete, 
and associated error handling

> Contains utilities to send notifications and obtain a list of 
approvers



Resources

• Sun Identity Manager can be 
downloaded from Sun.com

• Sun Identity Manager documentation is 
available online 
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available online 

• The Sun Identity Manager forums (@ 
forums.sun.com) are a good place to 
get help



Demo

• Demonstrates end user interface for 
resource requests

• A user logins in and requests access to 
a resource

12/07/09 © Beacon 2009

a resource

• Resource owner approves requests

• User is provisioned to requested 
resource



Questions?
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